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E-SAFETY AND SOCIAL MEDIA POLICY 

 
1 INTRODUCTION 

Parkwood Hall Co-operative Academy is committed to keeping the students in our school as 

safe as possible when using information technology, and this policy provides guidance for the 

safe use of all devices, Internet and social media. 

• Technology and the Internet is an integral part of everyone’s life. Students at Parkwood Hall 

Co-operative Academy need to learn how to use technology and the internet safely and 

effectively, as well as understanding their personal responsibility in this fast-changing and 

developing area. 

• Our key messages for our students when using technology or the internet are: 

• Educate – to teach them how to use the internet safely and appropriately 

• Empower – to help them feel more confident and in control 

• Prevent – to alert them to sources of harm and prevent exploitation 

• Protect – to try to keep them safe, while acknowledging that we cannot eliminate all risk 

 
• Our aims are to keep an open dialogue with students about E-safety and have 

conversations about the risks, whilst promoting how the internet and technology can 

expand knowledge and be enjoyable to use. 

• We want our students to understand that their digital footprint will follow them wherever 

they go and that there can be consequences for their futures; in terms of employers vetting 

their histories, or risks to their personal safety if they become involved with someone they 

do not know. 

Parkwood Hall Co-operative Academy treats E-safety as a safeguarding and child protection 

issue not an ICT issue. E-safety is the responsibility of everyone at Parkwood Hall Co-operative 

Academy and all staff and students (and their families) have a role to play in keeping everyone 

safe whilst enjoying and learning from the Internet. Staff provide an emphasis on students 

being taught safe practices. The E-safety champions1, Designated Safeguarding Lead and 

School Leadership Team will ensure the E-safety policy will be monitored and enforced. 

 
2 RELATED POLICIES 

This policy should be read in conjunction with the following Parkwood Hall Co-operative 

Academy policies and procedures: 

• Staff Handbook 

• Child Protection and Safeguarding Policy 

• Bring Your Own Device APPENDIX 1. 
 

1 E-safety champions: Derek Swan, Sophie Price, Annette Thompson and Angela Hollands. 
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• Missing Person’s Policy 

• Behaviour Policy 

• Tackling Extremism and Radicalisation Policy 

 
3 THE INTERNET 

Parkwood Hall Co-operative Academy cannot make the internet completely safe but can put in 

place safeguards to minimise the risk of students coming to harm (when they are accessing 

websites for example). 

• We also have a responsibility to ensure that our students are confident in using the Internet 

and understand the action they can take if they inadvertently view material that is unsafe 

or inappropriate. This includes building knowledge and understanding of social networking 

sites and the potential risks of interacting with strangers or understanding how a person 

can be the victim of cyber bullying. 

• Parkwood Hall Co-operative Academy is committed to ensuring that students are 

safeguarded in all aspects of their lives and that individuals can expect to feel safe and be 

kept safe in their home and school environment. 

• All boarders have a personal tutor who will be responsible for working on the 3 stage 

system of awareness with them. 

• If an E-safety incident occurs concerning a student, staff will follow a set procedure and 

report this incident (using the Concern/E-Safety “tab” within Behaviour Watch) to the SLT. 

The SLT will make a decision about the immediate action needing to be taken and if the 

child protection policy needs to be invoked. 

There is a safeguarding requirement to ensure that certain sites are not available to individuals 

or groups if they search on-line or try to connect to a certain site which may show 

pornographic images (for example). 

• We have an employee acting as a dedicated E-safety champion in each “student-facing” 

staff team (i.e. 1 in each cluster plus 1 for boarders). The champions’ role is to: 

• ensure that all polices related to E-safety are being adhered to, 

• support and promote the e-safety education agenda for our students, 

• encourage the students to learn how to use technology safely and 

• ensure that national directives and monitoring requirements are being met. 

 
• Further measures taken by Parkwood Hall Co-operative Academy to keep students safe, 

monitor their use of electronic devices/Internet and social media use are as follows: 

• The school network is fitted with a software program which enables certain websites 

and subject areas to be blocked and made inaccessible (e.g. sites which show violent or 

pornographic images). This program is regularly reviewed and new sites are added to 

be blocked where necessary. 
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• Students can only access Internet programs and/or games which are age appropriate 

and in line with national guidelines. 

• All students have passwords for their own accounts in the school and are encouraged 

not share them with anyone else. They are supported to log off after they have used a 

computer and not leave their accounts running. 

 
• If there is a concern that a student has been accessing internet sites which are not 

appropriate or an issue has been flagged via a social media site then senior staff may check 

the history of a mobile phone. Students are made aware that staff may take this action and 

the reason why. This action will not be taken unless the student has been warned that this 

check may take place, any such check will be made in their presence. 

• Parkwood Hall Co-operative Academy aims to educate students in school about using 

technology safely and securely and encourage the reporting of any issues or incidents of 

concern to staff so that immediate action can be taken. Part of this education is regarding 

the personal responsibility agenda for each individual student and the measures they need 

to take to keep themselves safe. 

• Staff receive training in E-safety and how to keep students safe when using technology and 

the E-safety champions are responsible for ensuring that working practice constantly 

evolves and improves. 

 
4 PARKWOOD HALL CO-OPERATIVE ACADEMY SAFETY SYSTEMS 

The school has a software security system that enables Internet sites/programs to be blocked 

by the moderators of the system (normally the Network Manager). The moderator can see data 

on the sites that have been accessed by individual students, indicate which blocked sites have 

attempted to be accessed, which websites have been most visited, games and apps visited and 

how long has been spent on the internet. This information is then acted upon if it raises any 

issues of concern about personal safety as well as inappropriate searches, access of illegal 

material or viewing/contact activity. 

• Additional safety systems are in place which enable access to individual IP addresses on 

laptops and mobile phones. This means that devices can be blocked if they are being used 

to access websites or chatrooms (for example) that are not appropriate for the student to 

view or participate in. Staff will have a conversation with the student about what they are 

accessing and risk assess this in order to agree if a website can be further accessed for 

example. This is part of educating the students about how to use the internet safely. 

• Parents are advised to set parental controls/anti-virus software on personal devices if a 

student wishes to use this whilst at Parkwood Hall Co-operative Academy. 

 
5 MANAGING AND REPORTING E-SAFETY INCIDENTS: 

Students are encouraged to report anything they feel unsafe or concerned about to any 

member of staff and this will then be acted upon. 
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6 THE PHYSICAL ICT ENVIRONMENT AND DATA MANAGEMENT/TRANSFER 

Parkwood Hall Co-operative Academy has a specific IT network for the students to access in 

school. The school has a monitoring system which is used to block websites and domains 

which are deemed to be not appropriate or unsafe for the students to access. This network is 

regularly monitored and amendments made with the aim of constantly improving the 

safeguarding of students. There is an enforced password change policy in place for all staff and 

they are prompted to change their password every 60 days. 

• Staff will also not log on using any other username/password other than their own. All 

office laptops will only be used by Parkwood Hall Co-operative Academy employees and are 

to be securely locked away when not in use. School laptops will only be used by students 

under the supervision of staff. Any student with a Local Authority issued laptop will have 

anti-virus and monitoring software already installed which is monitored by Parkwood Hall 

Co-operative Academy staff. 

• All Parkwood Hall Co-operative Academy’s wi-fi access points run on WPA2 encryption and 

are compliant in this area. No data regarding any student/staff member should be 

transferred off site using an electronic or other method. The recommended method for 

members of staff working from home (or remotely) is to use appropriate software 

(approved by the school) to enable remote secure access to the employee’s work area on 

the school server and for all data to be saved to that work area. 

• Any data that needs to be accessed away from Parkwood Hall Co-operative Academy, such 

as operational policies for example, will be moved using approved USB memory encryption 

keys that have been issued by Parkwood Hall Co-operative Academy. No personal USB 

sticks are to be used by any member of staff. 

• Staff must ensure that when transferring information from an offsite internet site (for 

example) onto a USB stick that will then be used at Parkwood Hall Co-operative Academy 

that their virus checks are adequate enough to avoid the risk of virus/spy ware or malware 

being transferred onto the Parkwood Hall Co-operative Academy network. Staff must know 

that it is their responsibility to ensure any material contained in files is fit for purpose and 

does not contain any offensive or copyright material. 

 
7 USE OF ICT IN SCHOOL: 

 
Guidance for All Staff 

• Students’ use of school ICT equipment must be monitored by staff at all times. 

 

• No piece of equipment should be accessed by a student in a private space within the school 

building. 

• When using software for ICT lessons all programs need to be checked and approved before 

these are accessed by the students. 
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• Network policies have been set up for the use of the Internet meaning that if certain words 

or phrases are typed into a search engine the IT moderator is alerted and appropriate 

action taken. These controls are reviewed and adjusted on a regular basis by the I.T. 

moderator. 

• The vision of the school is to educate each pupil in order for them to feel safe whilst using 

and enjoying the Internet but also to understand and cope with the issues that accessing 

certain web sites may bring (e.g. cyber bullying) and any concerns about their personal 

safety and well-being. 

• All pupils are encouraged to use the following guidance in order for them to ‘think before 

they click’ onto any website/gaming program: 

• How do I know about this site/program? 

• Is the information likely to be right or could it have been altered by someone else? 

• If there are other people on this site/program how can I be sure that they are who they 

say they are? 

• What information should I not give out about myself on this site? 

• What do I do if I read or see something that makes me feel afraid, uncomfortable or 

unsafe? Who should I tell and when should I do so? 

 
• Staff must monitor that students are not giving out personally identifiable information 

when using the Internet. 

 
8 DELIVERING E-SAFETY THROUGH THE CURRICULUM 

E-safety, and learning about what this means in practice is part of the ICT lessons/activities 

delivered within the school as well as being built into other aspects of the curriculum. This will 

include areas such as cyber bullying and online grooming, using approved education tools such 

as video clips and discussion groups. The aim is to enable students to explore these issues and 

show students that they can be empowered to deal with them if needed. The Internet is an 

essential tool in enabling students to explore, research and experience new ideas or images as 

well as accessing games and learning tools. 

 
9 LAPTOPS 

Some students have a personal laptop that has been given to them via their Local Authority. 

These laptops are not able to access the Internet within the boundaries of Parkwood Hall Co- 

operative Academy unless they have been given access to the Parkwood Hall Co-operative 

Academy students’ network by a member of staff using a password protected process. If this 

permission is given the student will use the laptop in the presence of a member of staff. 
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10 SOCIAL NETWORKING 

The Internet provides a range of social media tools that allow users to interact with one 

another, for example from rediscovering friends on social networking sites such as Facebook 

to keeping up with other people’s lives on Twitter and maintaining pages on Internet 

encyclopaedias such as Wikipedia. This policy applies to personal webspace such as social 

networking sites, for example Facebook, Myspace, Ask.FM Instagram, Tumblr, Snap Chat, blogs, 

vlogs, microblogs such as Twitter, chatrooms, forums, Podcasts, open access online 

encyclopaedias such as Wikipedia, social bookmarking sites such as del.icio.us and content 

sharing sites such as Flickr and YouTube and decoy apps. The Internet is a fast moving 

technology and it is impossible to cover all circumstances or emerging media, therefore, the 

principles set out in this policy must be followed irrespective of the medium. 

• The students at Parkwood Hall Co-operative Academy are able to access social networking 

sites as long as they are of the age to become members of these sites. Parental controls 

have been set up by staff in order to monitor all postings on these type of networks whilst 

the student are on the grounds of Parkwood Hall Co-operative Academy in order to ensure 

that they are not putting themselves in an unsafe position. 

• It is important that all students are able to learn to use social networks as safely as possible 

and enjoy being able to communicate with their peers using this form of communication. 

Staff need to actively support the use of the networks as long as the students are following 

safe practice guidelines. (These are also outlined in the Bring Your Own Device Policy). 

• The student will be made aware of the importance of not putting any personal information 

on-line such as address, date of birth, full name, contact numbers, email addresses or age 

as this can be accessed and used by other people who may not be known to them. They will 

be advised that as soon as they are accessing social media or the internet then they are 

creating a digital footprint which will be with them when they leave Parkwood Hall Academy 

and in their adult life. 

• Students will be advised not to accept friend’s requests from people they do not know and 

report to staff if there are any concerns they may have about these requests. 

• Students will be advised never to meet people they do not know from social media sites or 

chat rooms. 

• They will be advised that people may not be who they say are and may be hiding under 

false identity. 

• They will be advised that people can construct a false profile and pretend to be their friend 

as they want to be meet them in order to cause them some harm or abuse. 

• They will be advised to talk to a member of staff or an adult if they are concerned about 

anyone they are talking to or who has suggested they meet. 
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• Staff will explain the risks and dangers for students of adults (and others) attempting to 

‘groom’ them so they are aware of both the terminology and potential actions that are 

used by others when trying to carry out this type of activity. 

• This will be done in a sensitive and informed way and may involve the skills and 

knowledge of external professional agencies if a student has been assessed at being at 

risk in this area. 

• This will also be the action taken by staff if a student is assessed as being at risk of being 

radicalised by an individual or group. 

 
Students will also be made aware of the legalities regarding activities such as sexting and 

‘revenge porn’. They will be informed and reminded that any images showing a student under 

the age of 18 in an erotic or topless pose, regardless of whether there is any sexual content is 

illegal and classified as ‘an indecent image of a child’. They will be made aware that they may 

face criminal charges if they take part in any activity of this sort and will be reported to the 

Police. 

 
11 CYBER BULLYING 

Cyber bullying is a growing issue of concern for students and Parkwood Hall Co-operative 

Academy needs to ensure that students placed with us are aware of this issue. By using the 

internet policy guidance and agreed control mechanisms, staff aim to educate and ensure 

awareness amongst the students about cyber bullying. This education includes what the policy 

means in practice, what to do if they think someone is bullying them or what to do if they are in 

a conversation or communication which is making them feel uncomfortable, angry or upset. 

Students need to understand the potential consequences of putting personal information 

about themselves online and that this information then becomes public property as they lose 

control of anything posted. They need to understand how this information may be used by 

person/persons unknown to them to manipulate them into contacting them, encouraging 

them into private conversations or arranging to meet them without the student knowing their 

real identity. 

• Students are encouraged to recognise and report cyber bullying if they think this is 

happening to them. Staff will then take the appropriate action and offer the necessary 

support to the student to bring an end to the problem. Staff will also report any cyber 

bullying to the relevant agencies. Please refer to the Anti-Bullying Policy for further 

information. 

 
12 ONLINE GROOMING/SEXUAL EXPLOITATION 

Online grooming is a potential issue of concern for Parkwood Hall Co-operative Academy as 

many students are very vulnerable and some may possibly be a target for online grooming. By 

using the guidance and agreed control mechanisms, staff aim to educate and ensure 

awareness amongst students about online grooming and what this means in practice. This 

includes the signs to look out for when a person is trying to ‘groom’ another. 
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• Staff will also talk to the student about what to do if they think someone is grooming them 

and if they have any fears or concerns about any conversations that they may be having 

online. This includes the continual raising of awareness of the fact that people may not be 

who they say are and being careful about the amount of personal information given out by 

the students. Please see the child protection and safeguarding policy for further 

information. 

 
13 STUDENTS GOING MISSING 

Students going missing is an issue which can be related to e-safety as individuals can enter into 

friendships or relationships with other students or adults online who then encourage them to 

make a date to meet or leave their home without informing anyone. Staff will risk assess each 

student and this will include if there is an identified risk of a student going missing. Following 

the assessment they will then put in place preventative measures in order to mitigate this risk. 

This will include monitoring and it may be deemed necessary to temporarily removing access 

to social media and the internet. This would only be undertaken in conjunction and with the 

agreement of parents/ carers and external agencies involved in the student’s care. If a student 

continually goes missing then a case conference involving parents/carers and all external 

agencies will be arranged and an assessment of the placement undertaken which will consider 

if the student can be kept safe. Please see the missing persons policy for further information. 

 
14 SEXTING 

Sexting is a word created two years ago and describes the use of technology to share personal 

and sexual content. Other nicknames students may hear might be 'cyber sexing', 'doxing' or 

'selfie'. The content can be anything from sexual texts to partial nudity to sexual images and 

video. Very often it is between partners but can be between groups and uses a whole range of 

devices, technologies and online spaces. However the most common ones are mobile phones, 

MMS, Skype and social network sites where images can be posted and shared on Facebook, 

Twitter, Tumblr, Flickr, YouTube etc. 

• Students need to be made aware that most sexting is deliberate; the person sending the 

content means it to happen. They will pose or act in a sexual way and will make direct effort 

to send it to the person they want to see it (usually a boyfriend or girlfriend). Accidental 

sexting is more likely to happen if their judgement is clouded, for example if they have 

taken alcohol or drugs or are under pressure from those around them. In these cases, the 

student may become confused and randomly send the photograph, feel more sexually 

confident and less inhibited and less aware of risk and the consequences. 

• Students need to be aware of whether they can trust the person to whom the message was 

sent. They also need to be aware that posting directly onto a social network makes it harder 

to regain the control. Networks and software devices such as Facebook, Twitter, YouTube, 

WhatsApp, Instagram make it harder to regain that control; it is hard to know where images 

uploaded to these sites have gone or been stored. It is important for students to 

understand the different ways in which they can contact and report to social network sites 
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to request the removal of content. It is not enough to say ‘I don’t like it’. The request needs 

to show that it breaks the sites terms and condition. Staff will support students in educating 

them about the risks of sexting and the consequences of putting an image online, and of 

then losing control of that image. They will also ensure that reports are made to the 

appropriate agencies as and when required. 

 
15 RADICALISATION/ACTS OF EXTREMISM 

Parkwood Hall Co-operative Academy is aware that social media and the internet are used by 

certain groups to groom and recruit vulnerable people and there is a risk of an individual 

becoming radicalised and/or involved in an act of extremism. All staff will have received online 

PREVENT training which advises on how to monitor students and assess the risks of them 

becoming involved with groups or individuals who may have an agenda which could make a 

student unsafe. 

• Staff will make a Channel referral to the Police if required. Students also receive education 

and guidance regarding what being radicalised means and how they need to report this if 

they have concerns about anyone or group they have been in contact with. Staff will also 

monitor the websites being visited by students and be vigilant to any signs that a student 

may be exhibiting which can be related to radicalisation or extremism. 

 
16 EDUCATIONAL RESOURCES 

Parkwood Hall Co-operative Academy makes use of the resources provided by the Child 

Exploitation and Online Protection Centre (CEOP) and staff are able to access educational tools 

and resources which can be used to educate and inform the students in our care and 

education settings. This includes the 'Thinkuknow' website which includes a facility for students 

to report online abuse. The program of safety training and awareness-raising for both staff and 

students are currently being revised and are there for all to access. 

Staff will also access resources from: 

 
www.childnet.com 

First to a Million 

Kids.getwise.org 

ChildLine zippit app 

http://www.childnet.com/
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APPENDIX 1. BRING YOUR OWN DEVICE 
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It was approved by Nick White, Principal of Parkwood Hall Co-operative Academy on: 
 
 

 
 

 

 

Signed  Principal 


